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MEMORANDUM FOR WEB ACCOUNT OWNER










FROM:  AFMSA/SGMID

      TO:  WEB ACCOUNT OWNER

  SUBJ:  Web Hosting User Guide


You have established a web hosting account with the Air Force Medical Service (AFMS), Medical Information Systems branch.  This means you are either self-authoring (you do the work to create and post to your web site) or service-authoring (you send items to AFMSA/SGMID Service Center to post for you).  In either case there are some general things you need to know to maintain your web site in accordance with Air Force instructions.  Our goal is to provide you with the best information and step-by-step guidance on how to maintain your web site.  This guide will serve to give you a basic understanding of your role and the responsibilities you are required to fulfill to host a web page with the AFMS.


The Service Center staff is your point of contact to help with and respond to your web hosting questions.  They are well versed in the intricacies of web hosting and will go the “extra mile” to assist all of our customers.  The Service Center is open from 0600-1630 Monday through Friday central standard time.  You can reach them by email at servicecenter@brooks.af.mil, DSN phone 240-4070, or Commercial phone (210) 536-4070.  They will work with you to ensure your web site is kept up-to-date and meets all the Air Force and AFMS requirements.  A copy of this guide is also available on the web at https://www.afms.mil/sg/help/user_guide.doc.  Additionally, parts of this guide can be found under the various links on our AFMS Web help page, which can be found at https://www.afms.mil/sg/help.


We look forward to supporting your web hosting needs.  Your comments on this guide and any of the services we provide are appreciated.








/Signed/






JOHN J. MAMMANO, Capt, USAF, MSC, CAAMA

Chief, Web Technology & Resources/SGMID

Office of the Air Force Surgeon General
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 AFI 33-129 Requirements

AFI 33-129 is the instructional guide on the “does and don’ts” of web sites.  It details responsibilities for all levels of command.  We highly recommend you review the instruction prior to beginning your web site.  Additionally, we will be sure to notify you when changes are made to the AFI that might affect you and your web site.  

Based on our experience we would like to point out some of the common problems we encounter on pages hosted with us and provide a point of reference within the AFI that details more information on the item.  If we review your pages and identify an infraction we will notify you of what the infraction is and help you determine a course of action to correct the infraction.

	Para Ref in AFI 33-129
	Common Problem

	4.2
	POCs are not identified on each page

	7.4
	Information that should not be publicly accessible is 

	8.2.1.3
	Required disclaimer when linking to external sites not present on site

	8.2.3
	Directories of phone numbers/email addresses present

	11.1.3
	Downloadable files are not virus-checked

	12
	Standard page layouts are not met (i.e., under construction signs on page, and so forth)

	13
	Warning notices/banners are not present


File Naming Conventions

The server where your site is hosted is on a UNIX operation environment.  UNIX has some inherent issues with the use of special characters in filenames as well as case sensitivity.  For these reasons we request that filenames follow these rules:

· Filenames should be all lowercase

· The only special characters you can use are the period (.), underscore (_), and dash (-) and the first character of your filename should begin with a number or letter

· Filenames shall not contain spaces, instead use an underscore

· Filenames should indicate content of the file (i.e., user_guide.doc indicates it is a user guide that is in word format)

Your assistance in following these simple filename conventions will make it easier for all of us to maintain you web site.  If you already host a web site with us, we ask that as you modify your pages you update them to follow these naming conventions.  Please note links to filenames that contain spaces will not work so it might be best to ensure you fix the filenames immediately.

Relative versus Absolute Linking

Because we have gone through several server migrations and URL name changes it is best to use relative versus absolute links in your web pages.  This will allow your pages to continue to have valid links should the need arise for another migration or URL name change.  Additionally, using relative links is just “better HTML.”

Absolute links can cause problems within a website, particularly when that website is moved to a new location.  Some of you may be experiencing this problem now due to the recent migration to a secure server.  It is strongly suggested that absolute links be converted to relative links where appropriate, as soon as possible.  

The following explains when and how to use both Relative and Absolute linking:

Absolute Links (OK)

· Full URL, including hostname

· Used to link web pages on a different server
· “Hardwired” and will work in any web page in any directory on any server

· Example: <a href=”https://www.afms.mil/sg/help/user_guide.htm”>

Relative Links (BETTER)

· Partial URL, no hostname

· Used to link to web pages on the same server
· “Relative” to the directory of the currently loaded web page

· Example: <a href=”page.htm”>

The browser will append the hostname and current directory to the front of a relative link, making it a valid Internet address.

Relative links should be used to link to files in the same website.  For example:


A page in the same directory as the current page:  

<a href=”page.html”>


A page in a subdirectory of the directory of the current page:


<a href=”subdir/page.html”>


A page in a directory above the directory of the current page:


<a href=”./subdir/page.html”>


A page in a directory many directories above the current page OR in another


Website on the same server:


<a href=”/rootdir/dir/subdir/page.html”>

Relative linking should be used for graphics as well.  A graphic link should ALWAYS look like this:


<img src=”images/logo.gif”>


NOT


<img src=”https://www.afms.mil/images/logo.gif”>

Section 508 Compliance

There is a public law, Section 508 that mandates all Federal web pages comply with Federal Accessibility Guidelines. We’ve included links below to sites that provide guidelines on how to make your web pages accessible to handicapped individuals.  It is mandated that the blind and hearing impaired can access any Air Force web page.   

To make all of our customers successful in updating their pages, we are providing you with the Bobby tool (see below).  For service authoring accounts we will make the pages compliant.  For self-authoring accounts the POC MUST run their pages through Bobby.  You need to install the Bobby tool.  Below, you will find the links needed to run the Bobby tool, other general information, and helpful hints.

Bobby, was developed by Cast and can be downloaded free of charge from this site: http://www.cast.org/bobby/index.cfm?i=316.  Each user will be asked to fill out a mandatory short information form.  This application permits users to run their web pages against the program and then the program will inform the user if the page passes or fails.  

Here are some minor problems associated with this program that we have identified. 

If the pages are too long the program will not analyze them.  The program works better when the pages are downloaded locally as opposed to trying to check them directly through the server/web.  The program occasionally needs to be restarted; you will know this when the program won’t analyze any of the pages.  

Here is a checklist that provides different levels of priorities.  There are three different priorities and within Bobby there are certain aspects that are mandatory in order to pass.  In order for a page to pass Bobby, it must pass all of the listed items in Priority 1. Items listed under Priority 2 should be met but are not necessary to pass at this time. In priority 3 there are items that should be addressed after the first two priorities have been met. 

Major Priority 1 items to be met:

· Alt tags on pictures

· Tables must have descriptions of the columns and rows.

· Information that is conveyed using color is also conveyed using either a font change or with markup language (such as bold tags or italics).  

For additional information on this subject we suggest you go out and look at some of these pages.  They provide background information as well as some examples. 

http://www.cast.org/bobby/
http://www.w3.org/TR/WAI-WEBCONTENT/
http://www.w3.org/TR/WCAG10-TECHS/
http://www.w3.org/WAI/ER/existingtools.html
http://www.w3.org/TR/WAI-WEBCONTENT/full-checklist.html
Page Counters

Since our migration to a secure server we DO NOT have the capability to support page counters.  We are reviewing several off-the-shelf software programs that will provide the capability to determine how many “hits” your web page(s) have received.  We will keep you posted on the outcome of our review.  Please note if you currently host a web page with us and it contains a link to a counter you will need to remove the link so it doesn’t appear as a broken item on your page.

Broken Links

Web page, HTML links may be “broken” for the following reasons:

· URL changes that were not updated in web pages prior to migration to a new server and are no longer viable after migration.  Specifically, in the AFMS Web case, the change from “http:” to “https:” was not made, resulting in an incorrect URL target.

· Office Symbol changes and name changes to web sites not updated in the HTML web page links.

· Invalid corrections made to HTML web page links.

· Unsuccessful attempts to change web page links from “absolute” to “relative” links (refer to Relative versus Absolute linking section of this guide). 

Since our recent migration to a secure server resulted in literally thousands of broken links, we attempted to fix many of those links and make them “relative links”.  In order to maintain the integrity of these changes, POCs should download files from the stage server before making any updates to web pages (see Download/Upload files section of this guide).

Requesting an Access Control List (ACL)

An ACL allows you to place restrictions on a web page file or directory on the server to allow only certain individuals or groups of individuals to access the site.  For example: you can request a page be restricted by host name, Internet protocol (IP), iPlanet user or iPlanet group.  The host name and IP restrictions can use wildcards (i.e., *.*.mil restricted only).  This means only those personnel identified by the server as coming from a *.mil domain will be able to access the item.  Additionally, you can request a group be created which will require those members of the group to have a specific login/password that will allow them access to the item.  

To request an ACL merely fill in the form below, and fax it to Service Center at DSN 240-2625 or Commercial (210) 536-2625.  We’ll validate the file/directory you want the ACL on exists and ensure the ACL gets updated, tested, and notify you of the login/password (if necessary).


Here are directions for the sections of the form you need to complete:


Account name – list your account name here

Directory – list exactly where you want the ACL placed (i.e., afdental/restricted/dental_list.htm)

Description of ACL – provide a brief description of the ACL you need (i.e., File dental_list.htm must be restricted to *.mil domains only since it contains a listing of all dental corps personnel and their email addresses.  OR   Please restrict access to file dental_list.htm so only persons with a login/password can access the site.  Please send the login/password and I will distribute to appropriate members.)

Date Requested – enter date you completed the form

Requested By – enter your grade, name, unit, and office symbol.

ACL Request

Account Name:  

Directory:  
Description of ACL:  

Date Requested:  

Requested By:

For SGMID Use Only

----------------------------------------------------------------------------------------------------------------------------

Date given to sysadmin:

Accepted by:

Date Completed:

Completed by:
Passwords

AFMAN 33-223 specifically provides clear guidance on password logic for the Air Force.  We must follow this guidance and here are some basic password requirements.

· Passwords must contain 8 characters

· Passwords must include at least one capital letter

· Passwords must include at least one number and/or special character

· Number – 1234567890

· Special character - !@#$%^&*()_+

· Passwords must be created in such a way as to not include words that can be found in a dictionary

We follow the above procedures when creating accounts and ACL’s.

There are three types of reasons you would receive passwords from our office:

· Server access – those you can change via telnet (like SSH access)

· Browser access – can only be changed by contacting the Service Center.

· Application access – change is dependent on specific parameters of the application

The process for changing passwords differs depending on the type of access listed above.  In some instances you will be automatically notified the password requires changing (similar to the notice you receive when logging into your local domain at work).  Under special circumstances it may be necessary for us to “reset” passwords for our account holders.  In these instances, we will send you a separate email of why this is necessary and what steps you need to take to retrieve a new password.

The Universal Form-to-Email Handler - UFEH

1.  Application Objective: The UFEH allows web page authors a simple way of sending the results of an online form to the email address of their choice.  It can also validate for required fields and redirect to another URL after processing the form to email.

2.  Component Overview: The UFEH has only one page.  Its URL is  https://www.afms.mil/UFEH/UFEH.cfm .  It does require the author of the form to use certain form fields to communicate the email parameters to the handler.  These fields are explained in detail in section IV of this document.

3.  User Requirements: Only individuals with an account at AFMSA/SGMID (servicecenter@brooks.af.mil DSN 240-4070) can use this form handler. The user’s form must be located on one of the AFMSA/SGMIDC servers (https://www.afms.mil).

4. Creating a Form to use with UFEM: This can be done in any number of ways.  Netscape Composer, Microsoft FrontPage, and NetObjects’ Fusion are all HTML editors that create forms for users.  You can also create your forms using simple tools like WORDPAD if you desire.  Either way, you only have to remember three things:

a.  The FORM tag should point to UFEH’s URL. (“/UFEH/UFEH.cfm” )  The line should look like this:

<FORM action="https://www.afms.mil/UFEH/UFEH.cfm" method="POST">

b. You must include form fields that tell the handler where to send the email, where  

It’s coming from, and what it is about.  These fields may be hidden fields so the browser cannot change them or they may be regular fields the user fills out.  Either way, they must be carefully named so the handler can identify the information.  The field names are:

EMAILTO – identifies whom the form’s email will be sent to.  (The user can specify up to two addresses here, separated by commas.)

EMAILFROM – identifies whom the form’s email is from.

EMAILSUBJECT – identifies what the form’s email is about.

Here are some examples of what these fields might look like:

<input type="Text" name="EMAILTO">

<input type="Hidden" name="EMAILFROM" value=”center@here.af.mil”>

<input type="Radio" name="EMAILSUBJECT" value="Web Pages" checked>

<input type="Radio" name="EMAILSUBJECT" value="Other Work">

The first line creates a simple text field whose contents will be sent to the handler with the name EMAILTO.

The second line is a hidden field.  The browser will not show this field although it will show up if someone looks at the html code for the page.

The third & fourth lines create some radio buttons with the first one checked.  If the user leaves it checked the browser will send the value “Web Pages” to the handler with the name EMAILSUBJECT.  If the other button is checked, EMAILSUBJECT will be sent with the value “Other Work.”

NOTE:  If you want to, you may send an additional copy of the email by including a field named EMAILCC with the value set to the email address.

c.  Any other fields the user includes will be sent in the body of the email message in the form:

FIELDNAME = VALUE

You can include as many other fields as needed.  Just be sure that you name them correctly.  See section VIII for details.

5.  Other Features:
Form Field Validation: If you want a field to be required so that the form is not processed if it is forgotten, you can use this feature.  All you need to do is include a hidden field with the same name as the field you want to require but include the extension “_REQUIRED” on it.  For example, if you have a text field called LASTNAME in your form, you can include a hidden field called LASTNAME_REQUIRED.  Moreover, any text you include in the value parameter of the hidden field will show up when the validation page processes.  Here is an example of a pair of form fields.  The first collects the data and the second validates it.  If the user leaves the first one blank, they get the message from the second.

<input type="Text" name="LASTNAME">

<input type="Hidden" name="LASTNAME_REQUIRED" value="You must supply a last name.">

Redirection: If you want, after the form is processed, the handler can automatically redirect the user’s browser to the URL of your choice.  Simply include the field EMAILREDIRECT with the value set to the URL you want the user to go to.  For example:

<input type="Hidden" name="EMAILREDIRECT" value="/rootdir/confirmation_page.cfm">

6.  Programmed Limitations: Several features of this tool are limited by design.  If you find these inconvenient, please contact servicecenter@brooks.af.mil about a custom version of this page.
You can only email to three individuals per form.  Any EMAILTO field with more than two recipients will produce an error page and redirect the browser back to the form.  Any EMAILCC page with more than one recipient will produce a similar error.

Forms sent to the UFEH must be located on our server (“/UFEH/UFEH.cfm”).  Other forms will not be processed.

Forms without EMAILTO, EMAILFROM, and EMAILSUBJECT will not be processed.

All forms will have the following text at their bottom: 

This form processed with the Universal Form-to-Email Handler.

AFMSA/SGMID: ServiceCenter@brooks.af.mil
Sample Form: The following form is an example of how the UFEH might be used.  It collects the first name, last name, and comments and emails them to the web site’s author.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<html>

<head>

<title>Comments Form</title>

</head>

<body>

<h2>Comments Form</h2>

<p>Please fill out this form and press submit:</p>

<form action="https://www.afms.mil/UFEH/UFEH.cfm" method="POST">

Last Name: <input type="Text" name="LASTNAME"><br>

First Name: <input type="Text" name="FIRSTNAME"><br>

Comments:<textarea name="COMMENTS"></textarea><br>

<input type="Submit" value="SUBMIT">

<input type="Hidden" name="EMAILTO" value="youremail@here.af.mil">

<input type="Hidden" name="EMAILFROM" value="anothername@there.af.mil">

<input type="Hidden" name="EMAILSUBJECT" value="your subject in this place">

</form>

</body>

</html>
This code sends the following to youremail@here.af.mil.

LASTNAME = Coyote

FIRSTNAME = Wiley

COMMENTS = here it is

This form processed with the Universal Form-to-Email Handler.

AFMSA/SGSIC: ServiceCenter@brooks.af.mil

8.  Known Issues: All form fields names must begin with a letter and contain only letters, numbers, and the underscore character ‘_’.  Special characters like $,%, or ^ cannot be used.
Server Architecture

(Stage and Production)

Our recent migration to secure servers ushered in a new arrangement of server configurations.  Instead of a single server, there is now a “stage” server and a “production” server.

The “stage” server is what you, the user, will access and where updated files are placed within your account directory.  This is where newly introduced files are scanned for viruses, checked for file ownership and permissions, and then moved to the “production” if files “pass” the scan.  Using the stage server, you can review new postings to ensure they look correct, all links work, and so forth, before you actually move the new files to the production server using the Migration Tool. 

The “production” server is where the public views the web sites and is the destination of update files that have passed scanning requirements.  This is the publication server for approved web site content you WILL NOT have access to post any items to the production server.

The URL to invoke access to the “production” server is:

https://www.afms.mil/
This URL directs the user to the SG Web Homepage.

The URL to invoke access to the “stage” server is:

https://stage.afms.mil/

This URL directs the user to the SG Web Homepage on the “stage” server.

The production server should mirror the stage server with the exception of updated files, on stage, that have not yet been through virus scanning and checks.  

Files are not automatically deleted off the production server.  You must contact the Service Center if you need files/directories deleted from the production server.

You can load many document formats to the server, such as Word (doc), Text(txt), Adobe Acrobat(pdf), and PowerPoint (ppt). When loading video file types you must keep in mind the size of the file may prohibit some users from actually being able to download or execute the file.  Be sure to make the file as small as possible before loading it to the server.  As always, please ensure all files you load are virus free.
Secure Shell (SSH)

The software application chosen for you to upload files is called Secure Shell (SSH).  Version 3.0 has been issued to all self-authoring account POCs to allow them to download/upload content to the “stage” server.  If you are a self-authoring account and need this software please contact the Service Center at DSN 240-4070 or Commercial (210) 536-4070 to request a copy.  You will be emailed files and instructions on how to load the software to your desktop.

Once you load the software we recommend you contact the Service Center to have one of us walk you through accessing the software for the first time.  If it is determined, you cannot access the “stage” server the problem could be related to your base communications (base Comm) office not allowing port 22 access.  In these cases, you will need to request a waiver through base Comm to allow you access through port 22 for the purposes of secure file transfer.  Below please find the wording you will need to include in your waiver letter.  Merely cut and paste the text and add it to your unit letterhead, submit through your local systems administrator to base comm.  If you encounter problems, please don’t hesitate to have your local administrator or base Comm contact the Service Center for an explanation of why you need access.  

SUBJECT:   Port 22 Waiver

Please approve a waiver to grant access through port 22 for so updates can be made using Secure Shell to our web site now being maintained on the www.afms.mil servers housed at the Defense Information Systems Agency (DISA) at Kelly USA.  The following information is provided:

Internal IP (get off your computer that SSH is loaded on and put here)


External IP  214.3.141.120 (stage.afms.mil)


Physical Location of the External IP – DISA Megacenter at Kelly USA, San Antonio TX

Port/Protocol   Port 22/SSH2

When using SSH to access the stage server you will need to double click the SSH shortcut on your desktop, then you need to update some of the settings in the software.  Do this by selecting Edit – Settings – File Transfer.  Ensure all check boxes are marked (checked) and Display Items by “Details” are selected.  Next under File Transfer – select Advanced and ensure the “Preserve Original File Time” checkbox at the top is blank (unchecked).  All other settings should remain the same.  Now you are ready to log into the server.  

To log in hit either your spacebar or enter key to access the login dialog box.  Enter the following:


Host Name:  stage.afms.mil


User Name:  your account name (i.e., sgmid, afdental)


Port Number:  22

Authentication Method:  Password (this will not change)

  NOTE:  These settings will be your default in the future.

Select “Connect”.  SSH will now attempt to connect to the server and you should now get a password dialog box.  If the password window does not appear, there might have been a connection failure (server could be down, or has happens more frequently, a router between your facility and the server is down).  

If the password dialog box appears, enter the password provided by the Service Center for your account.  Click “OK” and the directory tree for your web account should display in the left frame of the screen.  A listing of files/sub-directories in your account will appear in the right frame of the screen.

Please keep in mind SSH does not function entirely like MS Windows “drop and drag” feature.  SSH incorporates an “upload/download” operations capability even though “drop and drag” capability is operable.  Instead SSH treats the function as an “upload” and then “download” to the location indicated.  This is not a problem if you are moving single files, however; selecting a folder for “drop and drag” may require more time than anticipated, especially if the folder has many files and sub-directories.  SSH first copies the indicated files/folders to unallocated space on the server and then moves the copies into the specified location.  A single move is accomplished through a two-stroke manipulation of the selected files.  

To download a file or files highlight the name(s) and right click, then select Download. A prompt will appear asking you where you want to place the downloaded file(s).  Select a location on your hard drive.  To upload a file or files merely right click in the right frame, select “Upload” and indicate where you want the file(s) to be uploaded from (do not highlight a file in the right frame to upload).  Select Upload and the software will allow you to select the file(s) from your hard drive to upload.  Depending on the number of file(s) and their size(s) this may take a few minutes.  Please remember to run the script on the file(s) to set permissions/ownership so you can then view the files on the stage server to validate the file(s) is/are correct and look the way you want them to.  After verification is complete you can then use the Migration Tool to move your files from stage to production for public viewing.

Once you load file(s) to the stage server you must run a script that sets ownership permissions.  See the Migration Tool User Guide paragraph 4.1.6.4 for specific instructions on how to run the script.  Please note a file cannot be migrated to the production server until the permissions are set correctly so it’s important you run the script when you are done loading files and they are ready for migration.

See the Migration Tool User Guide, Chapter 4 for specific information on how to use the migration tool to move files from stage to production.  The picture below depicts the actual process to move items from your desktop to the production server.
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You can access the Secure Shell User Guides by clicking one of the links below:

http://www.ssh.com/products/ssh/winhelp30 - User Guide viewed in HTML

http://www.ssh.com/support/ssh/ssh2winclient.pdf - User Guide PDF Format

File Permissions/Access Control List


The main reason to set file permissions after uploading files is so an access control list can be created to allow the owner of the file (you) to have full access, the web server user read access; and the AFMSA/SGMID staff, Service Center, and developer groups read and write access. 


An FACL can give permissions to any number of groups or users, each user or group having it’s own specific permission set.  Our server has been set up to automatically assign the proper FACL for a file or directory when it is created.  However, when a file or directory is uploaded using FTP (SSH), the permissions associated with the FACL are effectively disabled because the FACL mask setting is initially cleared.  This mask setting controls the read, write, and execute permission bit for all users and groups defined in the FACL.


On our servers the mode permissions will be set to 600 (read, write for owner) for files, and 700 (read, write, execute for owner) for directories.  The following examples illustrate the FACL that will be applied to files and directories under /web/docs (where your account files are stored).

Example FACL for a file

# file: index.htm

# owner: mrc

# group: mrc

user::rw-

group::---              #effective:---

group:20:rwx            #effective:rwx

group:service:rwx               #effective:rwx

group:develop:rwx               #effective:rwx

group:nobody:r--                #effective:r--

group:coldfusion:rw-            #effective:rw-

mask:rwx

other:---

Example FACL for a directory

# file: yhca

# owner: yhca

# group: yhca

user::rwx

group::---              #effective:---

group:20:rwx            #effective:rwx

group:service:rwx               #effective:rwx

group:develop:rwx               #effective:rwx

group:nobody:r-x                #effective:r-x

group:coldfusion:rwx            #effective:rwx

mask:rwx

other:---

default:user::rwx

default:group::---

default:group:20:rwx

default:group:service:rwx

default:group:develop:rwx

default:group:nobody:r-x

default:group:coldfusion:rwx

default:mask:rwx

default:other:---


Using the migration tool application will take care of the ACL mask issues on the production server.  Please note the ACL’s on the stage server MUST be set before using the migration tool; otherwise it doesn’t work.  Also note that there is a script run periodically that automatically sets the FACL mask.  However, to insure that files uploaded are immediately accessible, without waiting for the script to execute, the command  find . -exec setfacl -r -m mask:7 {} \; should be run in the directory to which files were uploaded.  To run this script while in secure shell you need to:

1) Click “Window” then “New Terminal”

2) A UNIX screen appears.  Enter the following

cd /web/docs/(your account name without parenthesis)

(NOTE:  there is a space after cd and to backspace use the delete key.  If you want to run on a specific subdirectory vice the entire account you must place a / after your account name and enter the subdirectory name.  You need to do list each layer of directories until you reach the desired one (i.e., /web/docs/sgmid/internal/files/docs/).)

3) You should now be at your directory on the stage server

4) Now you can enter the script to set permissions which is

find . –exec setfacl –r –m mask:7 {} \;    

click Enter

(NOTE:  there is a space after find and after the period)

You should also be conscious of file naming conventions and NEVER use names that contain any special characters (spaces, “&”, etc.) that have meaning to the shell. This prevents the script that updates the FACL from running correctly, and can cause a number of unpredictable results in executing standard Unix commands.

Migration Tool

A Migration Tool application has been created which allows you to easily move files from the stage server to the production server.  If you are a self-authoring account and have loaded SSH you also need to request a login for the Migration Tool.   Do this by going to https://stage.afms.mil/migrate and clicking the “Request Access” link. You’ll need to fill in the subsequent form and be sure to select your account name.  Once your request is received we will validate you are listed as the primary or alternate for your account and ensure the correct account was selected in your request.  If you are not the primary or alternate you will be contacted to determine if account information (specifically POC information) has changed and ensure a new systems access request form (SAAR) is completed.

Once your request is approved you will receive notice of your password.  Your login will already have been given to you on the screen when you submitted your request so be sure to write it down or remember what it is.

A copy of the Migration Tool User Guide is available within the tool by logging into the tool at https://stage.afms.mil/migrate , click Docs & Links, then click Documentation, then click “Download” next to the format of the guide you want (i.e., word or pdf). 

Configuring DoD Root Chain in Client Browsers

To eliminate the Security Alert warning messages that appear every time you access a site within the DoD Public Key Infrastructure (PKI) environment, your browser needs to be upgraded to trust the Root Certificate Authority (CA) and Signing Chain.  To accomplish this action please go to https://www.afms.mil/sg/help/trust_root.cfm and follow the instructions provided.  Please note there are specific instructions for each type of browser (Netscape and Internet Explorer (IE)).  

DO NOT apply these changes and upgrades to Defense Message System machines.
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