Importing/Trusting the DoD PKI ROOT CA Chain for Netscape 4.06 or higher

To eliminate the warning messages that appear every time you access a site within DoD Public Key Infrastructure (PKI) environment, your browser needs to be upgraded to trust the Root Certificate Authority.  Please follow these instructions in the order they are presented. WARNING: Do not apply these patches and upgrades to DMS machines.
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1. Open Netscape Communicator 

2. Go to Edit 

3. Select Preferences..
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4. The “ Preference” window opens
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Click the  +  Advance to expand the choices

6. Click Proxies
7. [image: image4.png]A 4 - @ oS A4 O @

Back Ridosd  fome  Seach Netcaps Pt Secuty  Shop
| Booknaike . Netted[wios./apkisckiand o i/Servicesegitation Chent/charvnet/chai et il ] @ Whats Reled
/ nstant Message %) webhail 5 Ra 5
Amimitese  weis 3 oo 58 _olxl
following action
3 New Certificate Authority
* Screen 1
. gg:zz% By accepting this Cartificate Autharity, you have told Netscape Communicatar
N to connect to to connect to and receive information from any site that it
SC’eeR“ certifies without warning you or prompting you.
o Acc
Met | Netscape Communicator can, however, warn you before you send information
* Acc|to such a site
E-rr
« Acc| I warn me before sending information to sites certified by this Certificate
Den | Authority
* Clic
* Screen s
* Screen b
"DoD Pk
and click
<Back | Next> Cancel

NOTE: You must import both trust chains to support
certificates issued under the Medium Assurance PKI and the
new Class 3 PKI. If you have previously imported the DoD
root CA chain, that was the Medium Assurance chain. You
must now import the Class 3 root to recognize certificates
issuied by the new Class 3 (Release 2) infrastructure
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Select the Manual Proxy configuration radio 

button and click the “View” button.

8. Make sure the Security field is populated.

Contact your base system administrator if it is not. 

9. Click the “OK” button to exit the Manual

Proxy Configuration window

10. Click the “OK” button to exit the Preferences

Window

11. Go to https://afpki.lackland.af.mil/Services/registration/Client/chain-net/chain-net.html. A series of pop-up windows may display. Accept the certificate by clicking the “next” button until you reach the last pop-up window and click the “Finish” button. 

[image: image5.png]B 1Doct.doc - Microsoft Word

| File Edit wiew Insert Format Tools Table Window Help

DBEa8R=a-

22

[ Flo Edi View Fovrites Toos e

| Back v+ 5 - @ (2] A | QSeach GifFavoites (SHisoy | B Sp i - 5] D

| Addess &1 ntps 7ok lackand o mi/SenvicesegitationCient/charnet/chain et il

N
Screen 2: Click "Next"
Screen 3: Click "Next"
Screen 4: Check the boes for.
o Acceptthis Cettificate Authority for Certifying
Network Sites

o Acceptthis Certificate Authority for Certifying E-

ail Users
o Acceptthis Certificate Athority for Software
Developers
o Click "Next"
« Screen 5: Click "Next" (Do Not check the box).
+ Screen 6: Enter "DoD PKI Class 3 Root CA" or

"DoD PKI Med Root CA" (as appropriate) in the box

and click "Finish"

Import the DoD Class 3 PKI Root Certificate Chain to your
browser

Import the DoD Medium Assurance PKI Root Certificate
Chain to your browser

NOTE: You must import both trust chains to support

certificates issued under the Medium Assurance PKI and the
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12. Scroll down to the blue underline

links toward the bottom of the page. 

13. Click on the Import the DoD Class 3
PKI Root Certificate Chain to your browser

Link. Accept the certificate if they appear
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as in step 11. 

14. The first of a six pop-up windows titled

New Certificate Authority will display. 
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Click the “Next” button, a second window

will open. 
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Click the “Next” button, the third window opens.
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Click the “Next” button to go on to the fourth 

window
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18. Check all three checkboxes and click the

“Next” button. 

19. Click the “Next” button. 

20. In the Name: field type the following:

DoD PKI Class 3 Root CA


21. Click the “Finish” button. The pop-up

window will disappear. 

22. Click the Import the DoD Medium Assurance
PKI Root Certificate Chain to your browser link


23. Repeat steps 15 through 18

24. In the Name: field type the following:

DoD PKI Med Root CA

25. Click the “Finish” button. 


The next time you access a DoD secure site, the

Warning message pop-up window should not appear.

These instructions should work in most computer systems. 

Slight variations may be due to system configuration and/or

browser versions. If you have any problems, contact the 

Servicecenter at DSN 240-4070 or your local system 

administrator.  
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