Importing/Trusting the DoD PKI ROOT CA Chain for Internet Explorer 5.X or higher

To eliminate the Security Alert warning messages that appear every time you access a site within DoD Public Key Infrastructure (PKI) environment, your browser needs to be upgraded to trust the Root Certificate Authority (CA) and Signing Chain.  Please follow these instructions in the order they are presented. WARNING: Do not apply these patches and upgrades to DMS machines.
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Click here dodroot1.p7b to download this file. 

2. The file download pop-up window will display.

3. Select the Save this file to disk radio button.

4. Click the “OK” radio button. 
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5. The Save as dialogue box will appear.

6. Make sure the file name ends in .p7b. Select a location 

to save the certificate file to. 

7. Click the “Save” button.
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8. The Download complete window displays.

9. Click the “Close” button. 

10. Click here dodrootmed.p7b to download this file.
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Repeat steps 3 - 8.
12. Locate the dodroot1.p7b and dodrootmed.p7b 
files. They should be in the location selected in step 6.
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Double click the file name dodroot1.p7b. 
The Certificate Import Wizard opens. 

NOTE: for systems with Windows 2000, right 

click on the file and select “Install Certificates”.

14. Click the “Next” button, the next window displays.
15. Verify that the Automatically select the certificate…
radio button is selected.
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16. Click the “Next” button
17. The next Certificate Import Wizard window appears.

Click the “Finish” button. 

18.  The Root Certificate Store dialogue box will

 display

[image: image7.png]- e o2

Shartcut to
AOL Instan.
My Documents {00 1% homested

iy

My Computer_ Netscape
Communicator

€

My Network  55H Secure
Places  File Trans,

[

RecydeBin  55H Secure

]

Explorer

Micrasoft  dodroatmed
Outook,

Acrobat
Reader 5.0





19. Click the “Yes” button. 

20. The last Certificate Import Wizard window

displays notifying you the import was a success.
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21. Click the “OK” to complete the process. 

22. Double click the dodrootmed.p7b file and repeat
steps 14 – 21.
These instructions should work in most computer systems. However, there may be slight variations depending on browser versions and system configurations. If you have any questions or concerns, please contact the Servicecenter at DSN 240-4770 or your local system administrator. 
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